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Abstract—Statistical model checking (SMC) is a simulation-
based approach for verifying the statistical properties of large,
complex systems. If a large number of low-probability events
(rare events) is required to be simulated, SMC is extremely time-
consuming. In this paper, we present a methodology to accelerate
the SMC of hardware circuits by generating rare events with a
higher frequency. Unlike existing techniques, our methodology
can be applied to circuits with multiple rare-event regions. We
first sample the circuit uniformly to quickly generate a set of
rare events. We employ variational Bayes, a variational inference
technique used in machine learning, to infer the distribution
of the rare events in the circuit. We then bias the statistical
distribution toward these rare event regions. Finally, we employ
the SMC using the biased distribution and adjust for the bias
that we introduce. The use of variational Bayes enables our
methodology to distinguish between multiple rare event regions
in the circuit. We demonstrate the effectiveness of our biasing
approach on two real-world hardware circuits. We consider the
analog (i.e., continuous-time) behavior of these circuits. For an
SRAM memory cell, which has a single failure region, we show
that our approach provides around 31x speedup over regular
SMC while verifying whether the failure rate is less than 10−4.
For a successive approximation ADC circuit, which has multiple
failure regions, we demonstrate a speedup of 42x while verifying
whether the failure rate is less than 10−5.

Index Terms—Importance sampling, multiple failure regions,
statistical model checking (SMC), variational Bayesian inference.

I. Introduction

STATISTICAL systems, such as cyber-physical systems
(CPS), computer networks, and hardware circuits [36],

require probabilistic verification for the properties pertain-
ing to the metrics, such as reliability, safety, stability, and
performance. Probabilistic model checking [20] employs nu-
merical analyses to provide statistical guarantees for such
systems. Although such analyses may become computationally
intensive for very large systems. Statistical model checking
(SMC) [21], [27], [39] is an inexact alternative strategy that
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provides guarantees by simulating several samples of the
system while avoiding the exponential growth of the states.
SMC is highly scalable and can be used to rigorously analyze
massive, complex systems that cannot be verified exactly,
using probabilistic model checking.

SMC samples the entire state space to find the statistical
evidence for verifying the system. As a result, it is known to
be inefficient and time consuming [24] in rare-event scenarios,
i.e., scenarios that pertain to events which occur with very low
probability (<10−4). In such scenarios, a very large number of
samples need to be generated to gather the statistical evidence
required by the SMC engine. For example, while verifying
whether the failure rate <10−7, an average of 107 samples,
needs to be generated before even a single failure is witnessed.
In such cases, it is beneficial to reduce the search space
by employing machine learning algorithms. In this paper,
we present a technique to accelerate the SMC for hardware
circuits in rare-event scenarios by identifying the rare-event
regions and reducing the search space. We model check the
statistical properties pertaining to the analog (i.e., continuous
time) behavior of the hardware circuits.

SMC for rare-event scenarios can be accelerated by increas-
ing the frequency with which failing samples (i.e., the rare
events in this paper) are generated. This can be achieved by
statistically biasing the distribution of the system toward the
regions in which its failing samples are present. In probability
estimation, this technique is referred to as importance sampling
[11], [24], [30]. Recently, researchers [2], [7], [13] investigated
increasing the efficiency of SMC using importance sampling
by using analytical approaches. However, in such analytical
approaches, the biased distribution is typically in a complex
form that is hard to evaluate and generate samples from [24]
and [30]. Therefore, although such approaches are theoreti-
cally sound for systems, in general, they are not practically
viable.

We introduce a machine learning-based approach for ac-
celerating the SMC of the hardware circuits in the rare-
event scenarios. We employ variational Bayes [4], an iterative
variational inference technique used in machine learning, to
infer the failure regions of the hardware circuit. We train the
algorithm using a set of failing samples that we generate as
data. The variational Bayes technique then uses these failing
samples to identify the failure intensive regions of the circuit.
We accelerate SMC by statistically biasing the circuit to
frequently sample the identified failing regions. We show that
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our biasing approach is generic and practical for a large class
of circuits.

In this paper, we intend our biasing approach to be used
for verifying reliability properties of hardware circuits in the
presence of variations. We consider reliability in the context
of the analog (i.e., continuous behavior in space and time)
circuit. We wish to verify that a hardware circuit M satisfies
a reliability property �, where � deals with a rare-event
scenario. In this paper, we consider failures as the rare events.
We quickly generate several examples of the failures by
uniformly sampling the space of the random variables in
M. We then employ the variational Bayes to group these
failing samples into distinct clusters which we interpret to be
the failure regions of M. The variational Bayes technique,
upon convergence after several iterations, also computes a
mixture statistical distribution [4], where each component of
the mixture is a Gaussian distribution centered on one of the
inferred failure regions. We use this mixture distribution and
modify the distribution of M to be biased toward the failure
regions. We employ SMC by drawing samples according to
the biased distribution. In order to preserve the accuracy of the
model checking results, we adjust for the bias that we intro-
duce in the distribution. Biasing, if applied correctly, reduces
the variance estimate which in turn reduces the number of
samples required for SMC. Therefore, in rare-event scenarios,
our biasing approach provides significant performance benefits
over regular SMC.

In this paper, we present an algorithmic approach for
importance sampling in the context of SMC. The value of our
methodology comes from the use of machine learning (i.e.,
variational Bayes) to learn about the rare failure intensive
regions of the system. Without machine learning, informa-
tion regarding the locations and distributions of these failure
regions would not be readily available. Therefore, machine
learning is a key in our strategy to statistically bias the
hardware circuit toward the failure regions.

The use of variational Bayes enables our algorithm to
distinguish between multiple failure regions in a hardware
circuit. Furthermore, the variational Bayes does not require
the user to specify the exact number of the failure regions
in a circuit a priori. If the user overestimates the number
of the failure regions, the contributions of the extra failure
regions to the final mixture distribution are driven to zero upon
convergence of the variational Bayes iterations. Therefore,
the variational Bayes makes our biasing approach equally
proficient for the circuits with a single failure region (eg.,
an SRAM cell), as well as for circuits with multiple failure
regions (eg., a mixed signal SAR-ADC). In [16] and [19], the
authors employ an importance sampling strategy for SRAM
cells. However, their strategy has no mechanism that allows it
to be extended to the circuits with multiple failure regions.

In [19], we presented a simple importance sampling strategy
to accelerate the SMC for SRAM cells. In this paper, we
significantly enhance this approach by making it applicable to
the hardware circuits with multiple failure regions. We achieve
this enhancement by incorporating the variational Bayes, a
sophisticated machine learning technique, into the importance
sampling strategy.

Our main contributions are as follows. We introduce a
practically viable approach for accelerating the SMC in rare-
event scenarios. We employ variational Bayes to infer the
rare-event regions of the system. We present a novel use of
variational Bayes as a practical strategy to bias a hardware
circuit toward its rare-event regions.

We demonstrate the correctness and speedup of our biasing
approach by applying it to verify the reliability property for
both an SRAM cell [16] and for a successive approximation
analog-to-digital converter (SAR-ADC) [1]. For the SRAM
cell, we show that our approach provides up to 31x speedup
over regular SMC. We observe that this is comparable to the
speedup provided by the statistical blockade technique [29]
under a similar setup. We also employ our approach on
an SAR-ADC; a circuit has multiple failure regions. For
the SAR-ADC, we demonstrate an average speedup of 52x
across different failure rates. Statistical blockade has not been
demonstrated to be applicable for circuits with multiple failure
regions.

The rest of the paper is organized as follows. In Section II,
we present a brief overview of related work. In Section III, we
present preliminaries regarding the terminology and algorithms
that we use in this paper. In Section IV, we present the broad
intuition behind our biasing approach to accelerate the SMC.
In Section V, we describe all the steps of our biasing approach
in detail. In Section VI, we provide an analysis regarding
the correctness, speedup, and complexity of our approach.
In Section VII, we list the results of applying our biasing
approach on two hardware circuits and then conclude our work
in Section VIII.

II. Related Work

In this section, we briefly describe the related work in
accelerated SMC.

SMC is used to verify whether the probability of occur-
rence of a relevant event (for example, a failure event) in a
system exceeds a specified threshold or not. Although there
are numerous varieties of SMC, the underlying algorithm in
each of them can be broadly broken down into two steps:
1) sample generation and 2) statistical testing. In the sample
generation step, the algorithm generates samples of the system
in accordance with the statistical distribution of the system. In
the statistical testing step, the algorithm determines whether
each of the generated samples is a relevant event or not. The
algorithm then aggregates the statistical information from these
relevant events and uses it as an evidence to arrive at the
verification result.

Sample generation is typically achieved by performing
Monte Carlo simulations of the system. However, the method
with which the statistical testing step is performed differs
across the SMC techniques. Statistical testing methods can
be broadly classified as 1) estimation testing methods and 2)
hypothesis testing methods. When estimation testing is used
[11], [40], the actual probability of occurrence of the relevant
events is estimated. When hypothesis testing is used, the actual
probability is not estimated. Instead, the statistical metrics
other than the probability estimate are computed to arrive
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at the verification result. The SMC techniques described in
[5], [10], [21], [26], [37], and [39], use Wald’s hypothesis
testing [33]. In [6], [14], and [36], another flavor of hy-
pothesis testing, called Bayesian hypothesis testing, is used.
Hrault et al. [12] used another variant of hypothesis testing for
the SMC of the software programs. A performance comparison
of a selected set of the SMC techniques can be found in [18]
and [38]. In this paper, we consider an SMC technique that
uses estimation testing (Section III-C).

If the probability of occurrence of the relevant events
is very small, a very large number of samples need to be
generated before the statistical testing acquires sufficient
evidence to determine the verification result. Consequently,
all the SMC techniques are known to perform poorly in such
rare-event scenarios. In such scenarios, importance sampling
techniques [11] can be used to control sample generation and
increase the rate at which the relevant events occur. As a
result, the statistical testing step obtains the required statistical
evidence at a much faster rate and therefore, quickly arrives
at the verification result. All the SMC techniques, regardless
of the statistical testing method that it employs, can benefit
from importance sampling.

Importance sampling techniques [11] control sample gen-
eration by biasing the statistical distribution of the system
toward the increased occurrence of relevant events. The main
challenge in these techniques lies in ensuring the correctness of
the verification result while improving the speed of the SMC.
In [7], [13], and [25], cross-entropy minimization techniques
are used to estimate the optimal biased statistical distribution
for the system. However, these biased distributions are often
expressed in complex forms which make them intractable
for sample generation [30], [24]. Therefore, although such
approaches are theoretically sound for large classes of systems,
they are not practically viable. The importance sampling
strategy that we present is based on the variational Bayes,
a practical machine learning technique. Our strategy is appli-
cable to a large class of the hardware circuits.

Several importance sampling strategies have been employed
to accelerate the statistical estimation of failure rates in the
SRAM cells [3], [8], [9], [15], [16], [17], [19], [23], [35].
These strategies bias the distribution of the SRAM cells by
shifting it toward the failure region. Shahid [28] tailored a
cross-entropy minimization technique for estimating the failure
rate of the SRAM cells. In [29], [31], and [34], a technique
called statistical blockade is employed to selectively generate
samples only from the failure region of the SRAM cell.
Statistical blockade achieves this by training a data mining
classifier to identify the boundary between the failure region
and the nonfailure region of the SRAM cell. Sun et al. [32]
employed a Gibbs sampling-based approach to predict the
failure rate of an SRAM cell. While all these techniques are
extremely effective for SRAM cells, they implicitly rely on
the fact that the SRAM cell has a single, continuous failure
region. None of these techniques have been demonstrated to
be applicable for the hardware circuits with multiple failure
regions. We demonstrate that our importance sampling strategy
is equally proficient for SRAM cells, as well as the circuits
with multiple failure regions.

III. Preliminaries: Verifying Reliability of

Hardware Circuit

We now present some preliminaries for modeling the vari-
ations in a hardware circuit. We then describe the reliability
property that we wish to verify on the hardware circuit in the
presence of such variations. In this section, we also provide
a brief background for SMC and for the variational Bayes
technique.

A. Modeling Variations in a Hardware Circuit

The variations arising from the manufacturing process may
introduce randomness in the physical/electrical characteristics
of hardware. In this paper, we consider two type of variations
in hardware circuits: 1) static variations and 2) dynamic
variations. The static variations are randomly sampled once
at the beginning of the execution and from there on, remain
constant. The static variations could result from modeling
errors, or uncertainties and disturbances which exists in any
realistic hardware circuit. For example, in most hardware
circuits, the delay of the circuit under process variation is
not allowed to exceed a predefined timing constraint. On the
other hand, the dynamic variations change randomly during the
execution of the circuit according to a random variable. For
any dynamic variation, we assume there are only finite number
of changes within a given bounded time interval. The dynamic
variations could result from noises or unknown inputs. In
the presence of such process variations, device parameters
(for e.g., threshold voltages of transistors) in the hardware
are typically modeled as Gaussian random variables [29]. In
addition, the voltages/currents in the hardware are susceptible
to random perturbations and are therefore, another source of
randomness in the circuit.

A hardware circuit M can be viewed as a statistical entity
with N random variables that model the process variations
or the variations in voltage/current. Let V={v1, v2, . . . , vN} be
the set of N random variables in M. Each variable vj ∈ V

is real-valued and can be assigned a value in the range
[vmin

j vmax
j ]. In this paper, we consider V to be independent,

truncated Gaussian variables [29]. There are other alternative
distributions that would model the variations more accurately
and are more appropriate, such as Beta distribution. However,
modeling the variations as Gaussian random variables is a
common practice widely used in industry [29]. Our algorithm
is not restricted to just Gaussian random variables and users
are free to choose any distribution they want to model the
variations.

Definition 1: The sample space S of the hardware cir-
cuit M is the N-dimensional Euclidean space [vmin

1 vmax
1 ] ×

[vmin
2 vmax

2 ] × . . .× [vmin
N vmax

N ] spanned by the set of threshold
voltages V .

Each point in the sample space S corresponds to a unique
assignment of concrete, real values to variables V . We use the
N-tuple {v1, v2, . . . , vN} to denote a point in the sample space
S.

Let gj(v) denote the Gaussian probability density function
(pdf) for variable vj . In the case of process variations, the
mean and variance of the distribution gj(v) can be obtained
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from the specification of the devices in the process technology
library [29].

Definition 2: The statistical distribution D(V ) of the hard-
ware circuit M is given by the joint pdf of the threshold
voltages V . Since the threshold voltages V are modeled to
be statistically independent variables, the joint pdf of V can
be computed as a product of the individual pdfs gj(v) of the
variables vj (j= 1 to N).

Let V i={vi
1, v

i
2, . . . , vi

N} be a sample that is drawn from
the space S (Definition 1) of the hardware circuit. During
Monte Carlo simulation of the hardware circuit according
to the distribution D(V ) , the probability density D(V i) of
drawing the sample V i is given by

D(V i) =
N∏

j=1

gj(vi
j). (1)

B. Reliability of Hardware Circuit

A hardware circuit is said to fail if its analog, (i.e.,
continuous-time) behavior does not satisfy a specified require-
ment under parametric variations. We wish to verify that the
probability with which a hardware circuit fails is less than
a threshold θ. We express this reliability requirement as a
property

� = P≤θ[fail]. (2)

In (2), fail implies the failure of the property. We use
bounded LTL (BLTL) [36] to describe the failure properties.
BLTL is a variant of well known linear temporal logic where
the temporal properties are all equipped with a time bound,
such as bounded until operator. Accordingly, Wang et al. [36]
defined the standard bounded F and G operators and the
semantics for BLTL over finite execution paths. Extending the
BLTL to include unbounded properties is beyond the scope of
this paper. If θ is very small, we consider that � deals with
a rare-event scenario. For a reliable hardware circuit M, the
failure rate P[fail] is required to be very low. Therefore, the
reliability property of M deals with a rare-event scenario.

Definition 3: A failing sample of a hardware circuit M is a
sample where the analog behavior of M does not satisfy the
specified requirement (i.e., the hardware circuit fails).

For each sample V i drawn from the space S, the delay
of the hardware circuit can be measured by simulating the
analog behavior of the circuit using the corresponding values
vi

j assigned to the variables vj ∈ V (j= 1 to N). The ob-
served analog behavior can be compared against the specified
requirement to check whether the sample is failing or not.

In a continuous sample space S (Definition 1), two sam-
ples are in the same neighborhood if the Euclidean distance
between them is small. For circuits exhibiting continuous
behavior across the state-space, the behavior of the circuit
at one state is a good approximation for the behavior of the
circuit in the region neighboring that state. Samples that are in
the neighborhood of each other will exhibit similar behavior.
Therefore, if a certain sample fails, it is reasonable to expect
that the other samples in its neighborhood are also likely to
fail. This is a reasonable assumption for the practical analog

circuits. The above assumption does not hold true for the
digital circuits (which exhibit discrete behavior and has a
discrete state-space) or chaotic circuits (which are not typically
practical in the real-world hardware implementations), which
are beyond the scope of this paper.

Definition 4: The set of all failing samples in a neighbor-
hood in S constitutes a failure region S l

F (S l
F ⊆ S) of the

hardware circuit. In general, a hardware circuit can have K

(dependent or independent) failure regions S l
F (l = 1 to K).

If each of the failure regions of the hardware circuit can
be bounded in the sample space S, it is possible to analyt-
ically evaluate (as shown in Section VI-C) the performance
improvement provided by the approach that we present.

Definition 5: Rl
F (Rl

F ⊆ S) is the smallest N-dimensional
hyperrectangle in which the failure region S l

F of the hardware
circuit is completely contained. Rl

F can be viewed as a box
that bounds the failure region S l

F .

C. Statistical Model Checking

We now briefly describe the SMC in the context of verifying
the reliability of a hardware circuit. We wish to verify that
a hardware circuit M verifies a reliability property � (2),
denoted by M |= �. We briefly describe the statistical model
checking technique that we employ to verify M |= �.

Let pF denote the actual failure rate of M. If pF is less
than the threshold θ specified in �, then M |= �. SMC
obtains an estimate of the failure rate by performing the Monte
Carlo simulations of M. M |= � is verified by comparing this
estimated failure rate against θ.

Let V i denote the ith sample drawn according to the
statistical distribution D(V ) (Definition 2) of M. We define
I(V i) to be an indicator function [22] that is equal to 1 if the
sample V i is failing (Definition 3) and 0 otherwise

I(V i) =

{
1, if V i is a failing sample

0, if V i is not failing.
(3)

After NS samples have been generated, the expected (aver-
age) failure rate can be estimated as

p̂F =
1

NS

NS∑
i=1

I(V i). (4)

However, in a different sampling run, another set of NS

samples could be used instead to estimate the failure rate.
Therefore, the estimate is itself a random variable. For large
NS , the estimate is typically modeled as a Gaussian random
variable (Fig. 1) with mean p̂F . The variance σ2

p̂F
of the

estimate is given by

σ2
p̂F

=

NS∑
i=1

[I(V i) − p̂F ]2

NS(NS − 1)
. (5)

The Gaussian distribution represents how well p̂F estimates
the actual failure rate pF . pF is more likely to be near the
mean p̂F of the distribution and less likely to be in the tail
regions.

SMC verifies M |= � by comparing p̂F against the threshold
θ. In this paper, we consider a SMC technique that uses
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Fig. 1. Gaussian distribution of failure rate estimates, with mean p̂F and
variance σ2

p̂F
. The area of the shaded region is the probability of error in the

verification result.

estimation testing. Since p̂F is only an estimate obtained using
a limited set of simulations, the verification result may be
inaccurate. SMC draws sufficient samples until the verification
results are within the specified bounds of error α and β given
as

P[(M |= φ) | (M � φ) is claimed based on samples] ≤ α

P[(M � φ) | (M |= φ) is claimed based on samples] ≤ β (6)

where α and β are bounds for the likelihood of error in
the verification result, and therefore represent the verification
accuracy. α is guaranteed to be an upper bound of the
probability that SMC verifies the property to be FALSE based
on the sample paths when in fact the property is TRUE in the
system. Similarly, the β bounds the probability that a property
is incorrectly verified to be TRUE. Tight error bounds (small
α and β) can be provided by using a sufficiently large number
of samples [39].

Fig. 1 depicts the scenario where p̂F < θ. In this scenario,
the verification result is incorrect if the actual failure rate pF is
greater than the θ. Therefore, the probability of error is equal
to the area of the shaded region in the figure. We require
this probability to be less than the bound α (6). Similarly, if
p̂F > θ, we require the probability of error to be less than β.

Verification errors arise when the actual failure rate pF and
the estimate p̂F lie on different sides of the threshold θ. As the
number of samples NS increases, the variance of the estimate
(5) reduces and the Gaussian curve becomes narrower. As a
result, the probability of occurrence of a verification error also
reduces.

D. Variational Bayes

In this section, we briefly describe the variational Bayes
technique [4]. Given a set of samples, variational Bayes can
cluster those samples together and approximately model their
statistical distribution as a Gaussian mixture distribution given
by

K∑
i=1

πi N (μi, 	
−1
i ) (7)

where K represents the number of Gaussian components in
the mixture distribution with mean μi, variance 	−1

i (	i is
the precision) and πi denotes the weight of each component
in the mixture.

Let {x1, . . . xn} denote a set of samples from an N-
dimensional sample space (Definition 1). Variational Bayes
fits these samples to a mixture Gaussian distribution (7) by

iteratively computing and updating the parameters μi, 	−1
i ,

and πi for each of the K components in the mixture.
Let zij indicates whether a corresponding sample xi belongs

to component j in the mixture where 1 ≤ j ≤ K. Let
Z = {z1, . . . , zn} where each zi corresponds to sample xi. The
zi is one-of-K vector with components znk for k = 1 . . . K

where one of the elements is 1 and all other K − 1 elements
are 0. The variational Bayes models the variable Z and the
parameters mean μ, precision 	, and mixture weight π as
random variables (where mean follows a Gaussian distribu-
tion, the precision follows a Wishart distribution and weight
mixture follows a Dirichlet distribution). We assume that the
variational distribution can be factorized between the variable
Z and the parameters mean μ, precision 	, and mixture
weight π. In order to compute these parameters, the algorithm
iteratively alternates between two steps: 1) computing the
responsibility of each cluster in explaining the samples and 2)
using the responsibilities to update the distribution parameters.
These iterations are repeated until the technique converges.
The output of the algorithm is mean μ, the precision 	, and
the weight mixture π. Further details of this technique can be
found in [4].

The variational Bayes computes the mixture weights as

πi = 1
n

n∑
j=1

rji, where rij are responsibilities of each samples

with respect to each component in the distribution [4]. The
responsibilities and weight coefficients of components that
provide inadequate explanation of the samples will converge
to zero. Therefore, after convergence, components with negli-
gible mixture weights are discarded. As a result, the technique
does not require prior information that specifies the exact
number of components in the mixture distribution. In [4], this
feature is referred to as automatic relevance determination.

IV. Speeding Up SMC for Rare-Event Scenarios of

Hardware Circuit

In this section, we define and establish the criteria for
improving SMC in rare-event scenarios of a hardware circuit.
We consider M to be the hardware circuit with the statistical
distribution D(V ) (Definition 2). Let � (2) denote the relia-
bility property of our interest.

We wish to verify whether M |= �. The conventional SMC
engine (Section III-C) infers whether M |= � by performing
the Monte Carlo simulations of M according to the distribution
D(V ) (Definition 2). In the rare-event scenarios, the failing
samples (Definition 3) are generated with very low probability
(1). Therefore, a very large number of samples need to be
generated to gather sufficient statistical evidence regarding the
failure rate. This makes SMC extremely time consuming for
rare-event scenarios.

In this paper, we analyze a biasing approach to reduce the
number of samples that need to be generated by the SMC in
the rare-event scenarios for the hardware circuits. We achieve
this by biasing the distribution of circuit M toward frequent
occurrence of failures. In order to account for the increased
failure rate, we will need to adjust for the bias while verifying
M |= �. Let D′(V ) be the joint distribution of the variables V
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that is biased to generate the failing samples more frequently.
We verify M |= � by drawing samples according to the
distribution D′(V ) instead of D(V ). We show that the required
statistical evidence can now be collected by generating fewer
samples thereby improving the performance of the SMC in
the rare-event scenarios. While verifying whether M |= �,
we exactly adjust for the statistical bias that we introduce in
D′(V ). Therefore, verifying M |= � using the samples based
on the distribution D′(V ) is now provably equivalent to regular
SMC (Section III-C) that uses samples based on D(V ). This
forms the basis of our biasing approach.

In order to construct the distribution D′(V ) that is biased
toward failures, we wish to first broadly identify the failure re-
gions (Definition 4), where the failing samples of the hardware
circuit M are known to be present. In order to achieve this, we
employ the variational Bayes (Section III-D). As the data for
our inference technique, we first generate several examples
of failures of M. We are not concerned with the statistical
distribution of M at this stage. Therefore, we quickly generate
the examples by uniformly sampling the space S (Definition 1)
of M. We then employ the variational Bayes, which models
the failing samples as a mixture Gaussian distribution D′(V )
consisting of K spatially components in the sample space. We
interpret these K components of the mixture distribution to be
the failure regions S l

F (l = 1 to K) of M.
We consider the mixture distribution D′(V ) that is biased

toward the failure regions S l
F which we infer. Sampling based

on the biased distribution D′(V ) generates several failing sam-
ples from the regions S l

F . We replace the statistical distribution
D(V ) of M (Definition 2) with the distribution D′(V ). As a
result, the Monte Carlo simulation of M is biased toward the
failure regions S l

F since the samples are drawn according to
the distribution D′(V ).

We employ SMC using the samples drawn according to the
biased distribution D′(V ). Sampling D′(V ) generates failures
with the high frequency as compared to sampling the original
distribution D(V ). We know the exact extent to which each
sample is biased. We adjust for this bias analytically while
estimating the failure rate to verify whether the M |= �. Our
approach can be viewed as performing importance sampling
[11] on the hardware circuit M.

V. Our Biasing Approach for SMC of

Hardware Circuit

We wish to check whether a hardware circuit M satisfies a
reliability property � (2). We focus on the case where � deals
with a rare-event scenario (Section III-B). We now describe
all the steps in our approach (Fig. 2).
A. Identifying Failure Region of Hardware Circuit

We wish to broadly identify the K failure regions S l
F

of M with respect to �. We first generate a set of failing
samples (Definition 3) of M. We then employ variational
Bayes (Section III-D) that uses these samples as examples
to approximately identify the mixture distribution of S l

F . We
now describe these two steps in detail. We emphasize that
we do not require a prior knowledge about K, the number
of failure regions, as it will be determined by the variational
Bayes algorithm.

Fig. 2. Block diagram comparing the steps in our biasing approach (left
branch) with those in regular SMC (right branch).

1) Uniformly Sampling Space S: We can generate exam-
ples of the failures by performing the Monte Carlo simulations
that sample the space S (Definition 1) based on the distribution
D(V ). However, according to the statistical distribution D(V )
(Definition 2), all the failing samples of M occur with very
low probability. Therefore, a large number of simulations
would be required making example generation extremely time
consuming.

At this stage of our algorithm, we are not concerned with
the statistical distribution of M. With respect to determining
the location of the failure region, all the failures of M are
equally important regardless of the probabilities with which
they occur. Therefore, we generate failures of M by uni-
formly sampling the space S (Definition 1). Such uniform
sampling generates failing samples more frequently compared
to sampling based on the original distribution D(V ). In the
rare-event scenarios, the failures are concentrated in the tail
region of this distribution. A uniform distribution has the
highest variance and maximum entropy among all the possible
continuous distributions defined on a bounded state space.
Therefore, using a uniform distribution instead of the original
distribution, is guaranteed to sample the tail region of the
original distribution more frequently.

In order to uniformly sample the space S, we sample the
set of variables V (Section III-A) by treating them as a set
of independent, uniformly distributed random variables. We
uniformly sample S till the desired number of failing samples
of the hardware circuit M are obtained.

2) Identifying Mixture Distribution of Failing Samples:
To identify the distribution of the failing samples, we employ
the variational Bayes (Section III-D) technique on the failing
samples that we generate by uniformly sampling the state
space S. Variational Bayes fits the failing samples to a mixture
Gaussian distribution (8).
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Fig. 3. Clustering in 2-D space for an example circuit with three failure regions. We identify the three distinct failure regions with means μ1, μ2, and μ3.
The dashed circles indicate the failing samples covered by each region. The single failure region with mean μ does not cover all the failing samples efficiently.

Variational Bayes requires a prior distribution of the samples
to be specified, as an initial condition of the iterative process.
In our sample generation phase, we assumed to have no
knowledge about the prior distribution. Therefore, as in [4],
we choose an independent Gaussian–Wishart distribution with
mean 1

n

∑n
i=1 xi, variance equal to 1 as a prior distribution. We

set α0 = 0 (effective prior number of samples associated with
each failure region) to guide the computed mixture distribution
to be mostly dependent on the sample data rather than on
the prior distribution that we provide. The variational Bayes,
upon convergence, outputs the parameters of the mixture
Gaussian distribution.

Some continuous-space hardware circuits, such as the
SRAM cell (Section VII), have a single continuous failure
region that is clearly demarcated from the region that contains
successful samples. In some complex circuits, several distinct
failure regions may be present. Furthermore, the distribution
of failure regions might be dependent on each other. If we
compute the failure distribution with only one component
(K=1), then our algorithm infers a single failure region that
may contain only a few failing samples (Fig. 3). As a result,
biasing the circuit toward this failure region may not increase
the failure rate. However, although inefficient, this does not
affect the correctness of our approach.

In general, the number of failure regions in a circuit are not
known a priori. Therefore, we adopt a conservative approach
by assuming the number of failure regions K to a large value.
The variational Bayes technique should be initialized with
a number K′ ≥ K. The variational Bayes technique will
quickly discard all the K′ − K redundant components and
quickly converge on the actual K. In our case, we adopt
a conservative approach and start with a very high value

of K′ (say 1000) which is highly likely to be greater than
any value of K for a practical hardware circuit. We observe
that the variational Bayes converges to the actual K within
a few iterations. We then rely on the automatic relevance
determination (Section III-D) feature of the variational Bayes,
which drives the mixing weights of the extra components to
zero. Therefore, the variational Bayes will eventually converge
on the actual number of failure regions in the circuit.

Each component in the mixture distribution corresponds to
a failure region in the circuit. The mixture distribution D′(V )
of the failing samples is given by

D′(V ) =
K∑
i=1

πi N (μi, 	
−1
i ) (8)

where K is the number of failure clusters with nonnegli-
gible contribution toward the mixture. This enables us to
compute the centroids of multiple, distinct failure regions.
Kanj et al. [16] used a simple averaging of all the generated
failing samples to approximate the centroid of a single failure
region in an SRAM cell (with single failure region). However,
since they do not employ clustering, they have no mechanism
to compute the centroids of multiple failure regions.

Definition 6: The centroid of the failure region S l
F is

the mean of the lth component in the mixture failure
distribution (8).

The means μl computed by the variational Bayes approxi-
mates the centroid of each of the failure regions S l

F (l = 1 to
K). We also use the failing samples to approximately deter-
mine the boundaries of the hyperrectangle RF (Definition 5)
that bounds the failure region SF .

In Section V-B, we describe how the mixture distribution
D′(V ) can be used to bias the distribution of the hardware
circuit toward S l

F .
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B. Biasing Distribution Toward Failure Regions

In order to increase the frequency of failing samples during
the Monte Carlo simulation, the failure regions that we identify
needs to be sampled more frequently. We achieve this by
generating samples from the failure mixture distribution D′(V )
(8) instead of generating the samples from D(V ) (Definition 2).
We refer to D′(V ) as the biased distribution of the hardware
circuit M.

We modify M by substituting the distribution D(V ) with
the biased distribution D′(V ). If the Monte Carlo simulation
is performed using the distribution D′(V ), a larger number of
failing samples are generated as compared to using the original
distribution D(V ) (Fig. 2).

C. SMC With Bias Adjustment

We now perform the Monte Carlo simulations and sample
the space S of the hardware circuit M based on its biased
distribution D′(V ) (8). We use the generated samples to
perform SMC and verify whether M |= �. In order to maintain
the accuracy of the SMC results, we adjust for the distribution
bias in each sample.

Let L(V i) denote the extent to which a sample V i is biased.
We define L(V i) as

L(V i) =
D(V i)

D′(V i)
(9)

where D(V i) is the probability of occurrence of V i according
to the original distribution D(V ) (1). Similarly, D′(V i) is the
probability of occurrence of V i based on the biased distribution
D′(V ) (8). In importance sampling, L(V i) is typically referred
to as the inverse likelihood ratio [11].

After N ′
S biased samples have been generated, the estimate

p̂F
′ of the actual failure rate can be computed [11] as

p̂F
′ =

N ′
S∑

i=1
L(V i)I(V i)

N ′
S

(10)

where I(V i) is the indicator function described in (3). The use
of L(V i) adjusts the estimate for the statistical bias in each
sample. The variance σ ′2

pF
of the estimate, in the presence of

biasing, is given by

σ ′2
pF

=

N ′
S∑

i=1
[L(V i)I(V i) − p̂F

′]2

N ′
S(N ′

S − 1)
. (11)

As described in Section III-C, the SMC engine draws
samples based on the biased distribution D′(V ) until the error
bounds specified by α and β (6) are satisfied. We find that the
number of samples N ′

S required to meet the error bounds using
our approach is much smaller than the number of samples NS

required while using regular SMC (Section III-C).

VI. Analysis of Our Biasing Approach

We now briefly outline the correctness and speedup of our
approach. We also derive analytical upper bounds for the
variance of our failure rate estimates.

A. Correctness and Speedup

In order to verify whether a hardware circuit M satisfies a
reliability property �, SMC estimates the probability of failure
pF and checks whether it is less than the specified probability
threshold θ (Section III-C). In our approach, we estimate the
probability of failure by drawing samples according to the
biased distribution D′(V ) instead of the original distribution
D(V ). If the estimation accuracy is preserved in the presence
of biasing, the verification result would remain the same.

For probability estimation, the use of (10) has been proven
to be correct [11] when biasing toward rare events. Therefore,
the verification result that we obtain with our biasing approach
is consistent with what we obtain with regular SMC.

A metric for speedup in SMC is the reduction in the number
of samples required to provide the verification result. The SMC
terminates when the estimation error is low enough to meet
error bounds specified by α and β (Section III-C). If the error
bounds can be met with fewer samples, SMC can be sped up.

From Fig. 1, we observe that the error in verification can be
decreased by reducing the variance of the failure rate estimate
(Section III-C). In other words, with variance reduction, a
given error bound can be met with fewer samples. Statistical
biasing, if applied correctly, is known to reduce estimation
variance. As a result, biasing toward rare events can result in
a speedup for SMC. As the failure rate pF becomes smaller,
the extent of such speedup typically becomes larger.

In Section VI-C, we derive analytical upper bounds for
variance and show that our biasing approach guarantees a
reduction in the variance over regular SMC. In Section VII-A,
we also present empirical evidence for the variance reduction
provided by our approach in comparison to the regular SMC.

B. Complexity

The additional samples (Section V-A) required for the
variational Bayes is an overhead for our approach. As pF

decreases, the number of simulations NE required to generate
the examples of failing samples increases. However, since we
use uniform sampling to generate these examples, the increase
in NE is not very severe in practice. Therefore, the overall
speedup provided by our methodology still increases with
decrease in pF .

In theory, the complexity of the variational Bayes algorithm
grows as O(NE × V ), NE is the number of examples gener-
ated and V is a cost associated with updating the mixture
distribution. The inference incurs a one-time overhead before
performing the SMC on the biased system. We find that NE

can also be kept small.

C. Analytical Bounds for Variance of Estimates

In [11], the author presents analytical equations for comput-
ing the asymptotic variance of the failure rate estimates that
are obtained with or without importance sampling. We now
use these equations to derive upper bounds for the estimation
variance.

In regular SMC (Section III-C), without importance sam-
pling, the asymptotic variance AVar of the failure rate estimate
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(4) is given as

AVar =
∫
S

[I(V )]2D(V )dV − pF
2 (12)

where the integration is performed over the sample space S
of the hardware circuit (Definition 1). In other words, S is the
domain of the N-D integration variable V .

Since I(V ) is equal to 1 inside each failure region S l
F and

0 elsewhere (3), the above equation for AVar can be written
as

AVar =
K∑
l=1

⎛⎜⎝∫
S l

F

D(V )dV − pF
2

⎞⎟⎠ . (13)

In the hardware circuits that we consider, each S l
F is con-

tained in the N-D hyperrectangle Rl
F (Definition 5). Therefore,

in geometric terms, the volume of Rl
F is greater than or equal

to the volume of S l
F . Since the integrand in (13) is strictly

positive everywhere in S, AVar can be bounded as

AVar ≤
K∑
l=1

⎛⎜⎝∫
Rl

F

D(V )dV − pF
2

⎞⎟⎠
≤

K∑
l=1

⎛⎜⎝∫
Rl

F

D(V )dV

⎞⎟⎠ . (14)

In the presence of importance sampling, the asymptotic
variance AVar’ of the failure rate estimate is given as

AVar’ =
∫
S

[L(V )I(V )]2D′(V )dV − pF
2 (15)

where L(V )= D(V )
D′(V ) as described in (9).

We employ the same line of reasoning described above and
derive the upper bound of AVar’ as

AVar’ =
K∑
l=1

⎛⎜⎝∫
S l

F

L(V )2D′(V )dV − pF
2

⎞⎟⎠
≤

K∑
l=1

⎛⎜⎝∫
Rl

F

D(V )2

D′(V )
dV

⎞⎟⎠ . (16)

The biased distribution D′(V ) depends on the centroid of
the failure region (Definition 6) that we determine by using
variational Bayes. However, since clustering uses data that is
generated by uniformly sampling the space S (Section V-A),
the centroid is a statistical estimate. Consequently, the upper
bound AVar’ defined in (16) is also a statistical metric. How-
ever, for a given estimate of the centroid, we can determine
the corresponding value of AVar’.

In Section VII-A, we show that we can compute the upper
bounds of AVar and AVar’ by using empirical data from
circuit simulations. However, the tightness of the upper bounds
described in (14) and (16) depend on the tightness with which
each Rl

F bounds the failure region S l
F . Moreover, we cannot

determine the exact boundaries for Rl
F . Therefore, the upper

bounds that we compute using empirical data are approximate.
However, we find that these bounds are good indicators for the
extent of variance reduction provided by our biasing approach
over regular SMC.

If AVar’ is less than AVar, our biasing approach can result
in a variance reduction which in turn provides a speedup over
regular SMC. In the worst-case scenario, a poorly estimated
centroid (Definition 6) may cause the variance of our approach
to be worse than that of regular SMC. However, we find that
the number of failing samples required to obtain a good esti-
mate of the centroid of the failure region, is small in practice.

The biased distribution can be constructed as a linear com-
bination of D(V ) (1) and D′(V ) (8). The use of this mixture
distribution [11], [16] guarantees that, even in the worst case,
the variance estimate in the presence of biasing is bounded
independently of the centroid estimate. While this approach
guarantees an upper bound AVar’ that is not statistical, it limits
the maximum speedup that can be obtained using biasing. We
shall not explore this mixture distribution approach further in
this paper.

VII. Experimental Results

We now demonstrate our biasing approach on two hardware
circuits: 1) an SRAM cell and 2) an SAR-ADC. We present
the following detailed experimental analysis in this section.

1) We show correctness and effectiveness of our algorithm
for an SRAM circuit with a single failure region. We
provide empirical evidence for the speedup and variance
reduction through our algorithm.

2) Our algorithm is most applicable for circuits with mul-
tiple failure regions. We demonstrate the effectiveness
of our algorithm for an SAR-ADC circuit with multi-
ple failure regions and report the speedup. We cannot
provide a direct comparison with any other technique
because, to the best of our knowledge, no other tech-
nique is capable of handling multiple failure regions.

3) We compare our algorithm with a state-of-the-art tech-
nique, statistical blockade [29] for SRAM circuit with a
single failure region. We focus on a single failure region
for the sake of comparison, even thought this is not the
intended application of our algorithm. We demonstrate a
speedup similar to statistical blockade, despite requiring
much fewer samples for the training data.

4) We show that our algorithm is practical and converges
quickly even for rare events with extreme deviation from
the mean of the probability distribution (6σ and beyond).
The number of required samples (for training and SMC)
increases linearly even for failure regions with extreme
deviation. We establish, through this experiment, a met-
ric for comparison between our algorithm and any future
work that can apply to circuits with multiple failure
regions.

A. Case Study I: Reliability of SRAM Cell

We consider an SRAM cell circuit that comprises six tran-
sistors [29]. Due to process variations, the threshold voltages
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Fig. 4. 2-D projection of the failing samples that we generate by uniformly
sampling (Section V-A) the 6-D sample space of the SRAM cell.

of these six transistors are typically modeled as independent,
Gaussian random variables. Therefore, the SRAM cell can
be viewed as a statistical entity with six random variables
(Section III-A). The delay of the SRAM cell depends on the
threshold voltages of the transistors. An SRAM cell is said
to fail if its delay exceeds a predefined timing constraint. We
wish to verify that the failure rate of the SRAM cell is less
than a threshold θ (2).

We generate 30 examples of failures as data for identifying
the failure region. Fig. 4 depicts the 2-D projection of the
failing samples that we obtain. The SRAM cell has a single
continuous failure region SF . Therefore, the variational Bayes
identifies only one cluster.

In Table I, we provide empirical evidence for the variance
reduction provided by our biasing approach (Column 5) over
regular SMC. We choose three different timing constraints for
the SRAM cell. For each timing constraint, SMC estimates
the corresponding failure rate (Column 1) of the SRAM cell.
For a fixed number of samples (=105), the variance in the
estimate computed using our biasing approach (Column 4)
is significantly less than that when biasing is not employed
(Column 3). In Table I, we fix the number of samples to
be 105. As a result, for a failure rate of around 10−5, the
estimate provided by regular SMC is highly unreliable since
we observe only a single failure among 105 samples. On
the other hand, when we use our biasing approach with 105

samples, we observe several failures and consequently obtain
a more reliable estimate of the failure rate. The deviation of
the estimates in Columns 1 and 3 of the last row demonstrates
the effectiveness of our biasing approach over regular SMC.

We consider the 30 failing samples that we generate for
identifying the failure region SF and use them to estimate the
boundaries of the hyperrectangle RF (Definition 5). In Table II,
we list the variance bounds that we compute using (14) and
(16). We confirm that the analytical upper bound for variance
in our biasing approach is less than that in regular SMC.
Since we consider only a limited number of failing samples,
the boundaries that we determine for RF are approximate.
Due to the coarseness of our approximation, the bounds that

TABLE I

Demonstrating Variance Reduction Using Our Biasing

Approach on SRAM Cell. We Use 10
5

Samples for Both

Approaches

TABLE II

Demonstrating That Our Biasing Approach Provides a

Reduction in Analytical Upper Bound of Estimation Variance

we compute are loose compared to the variance estimates in
Table I. However, the reduction factors that we compute in
both Tables I and II are comparable in magnitude.

In Table III, we provide evidence for the correctness and
speedup provided by our approach. We executed our algorithm
10 times and reported the average number of samples required
for the SMC. We also reported the average execution time
of our tool (including our algorithm and the simulator). For
the three different failure rates that we consider in Table I,
we verify � (2) for low values of θ. The variance reduction
provided by our approach results in a significant reduction in
the number of samples required by the SMC engine to arrive
at a result within the specified error bounds (Section III-C).
Since we use uniform sampling to generate data for clustering,
the number of samples required for identifying the failure
region does not increase sharply with decrease in pF . There-
fore, our approach provides several orders of magnitude in
overall speedup (Column 8). Moreover, our verification results
(Column 7) are consistent with those obtained using regular
SMC (Column 4).

B. Case Study II: Reliability of SAR-ADC

In this case study, our focus is on demonstrating that our
biasing approach can be applied on circuits with multiple
failure regions.

We consider an SAR-ADC circuit [1] which has two distinct
failure regions. The SAR-ADC circuit (Fig. 5) converts an
analog input vinput to a discrete, 10-bit digital representation
(Result) via an implementation of a binary search algorithm.
We implemented a 10 Megasamples/s, 10-bit mixed-signal
SAR-ADC by modeling the digital controller circuitry in
Verilog language and the analog circuitry in Verilog-A lan-
guage. A detailed description of this circuit and its function-
ality can be found in [1].
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TABLE III

Demonstrating Speedup of Our Biasing Approach on SRAM cell. We Set Error Bounds α=β=0.01

Fig. 5. Block diagram of the SAR-ADC circuit. The circuit consists of
a digital controller, an analog DAC, a sample/hold circuit (S&H) and a
comparator circuit (compare).

We consider the following two random variables in this
circuit: the input voltage vinput and the transient delay tdelay of
the analog DAC component, where 0V ≤ vinput ≤ 2.5V and
2ns ≤ tdelay ≤ 12ns. We model vinput as a Gaussian random
variable with mean = 1.25 and variance = 1. We model tdelay as
a Gaussian random variable with mean = 7 and variance = 1.
Therefore, our SAR-ADC circuit can be viewed as a statistical
entity with two random variables (Section III-A).

Let Q =
Vref+ − Vref−

2B − 1
indicate the precision of the SAR-

ADC, where B denotes the number of resolution bits in the
SAR-ADC. The approximation error between the vinput and
corresponding computed value Result is given by |(Result ×
Q)−vinput|. The output of the SAR-ADC is said to be correct,
if and only if this approximation error is smaller than the
precision of the circuit. In other words, the SAR-ADC fails if
|(Result × Q) − vinput| > Q. Formally, we want to verify

SAR-ADC |= P≤θF10ns

(|Result × Q − vinput| < Q). (17)

Typically, the SAR-ADC circuit fails if there are bugs in
the circuit that cause large approximation errors. In this case
study, we consider a bug that is triggered depending on the
values of vinput and tdelay. We observe 17 failing sample that
are distributed in two failure regions in the 2-D sample space
of the circuit, as shown in Fig. 6.

We wish to verify that the failure rate of the SAR-ADC, in
the presence of the bug, is less than the threshold θ (2). We
employ our biasing approach by setting K=2 and we identify
the two distinct failure regions of the circuit (Fig. 6).

As in the case of the SRAM cell (Section VII-A), we show
that our biasing approach provides a speedup over regular
SMC while preserving correctness of the verification results

Fig. 6. Failing samples that we generate by uniformly sampling
(Section V-A) the 2-D sample space of the SAR-ADC. Most failing samples
are concentrated near two failing clusters. We used variational Bayes
to cluster the failing samples together and then computed the mixture
distribution of the failing samples.

(Table IV). We ran each experiments 100 times and recorded
the average number of SMC samples. We also reported the
average time required for the SMC on our setup (including
our tool and the simulation time). For θ = 10−3, our biasing
approach provides average speedup of 52x over regular SMC.
We thus demonstrate, with empirical evidence, that our biasing
approach is also effective for circuits with multiple failure
regions.

C. Comparative Study of Our Algorithm for a Single
Failure Region

To the best of our knowledge, there is no other technique
that can analyze circuits with multiple failure regions. So we
are unable to provide a direct comparison of our technique
with other similar methods for circuits with multiple failure
regions. Hence, we provide a comparison with a well known
technique that analyzes a single failure region. The purpose
of the direct comparison is only to provide a quantitative
measure with a known algorithm. However, the real value of
our algorithm is in analyzing circuits with multiple failure
regions.

1) Comparison With Statistical Blockade: For direct com-
parison, we chose the statistical blockade [29] algorithm as an
example of a state-of-the-art technique for accelerated Monte
Carlo simulations. The original statistical blockade algorithm
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TABLE IV

Demonstrating Speedup of Our Biasing Approach on SAR-ADC Circuit. We Set Error Bounds α=β=0.05

is used for fast yield estimation in SRAM circuits. In order
to adapt this algorithm for property checking, we generated
samples using statistical blockade in the sample generation
loop of SMC. SMC iteratively generates samples and simulate
those samples to find the statistical evidence for satisfaction of
the given property. These samples can be generated from: 1)
an unbiased distribution (the standard SMC); 2) a biased dis-
tribution (our algorithm): or 3) an unbiased distribution, then
filtered through an SVM (the statistical blockade algorithm).
Thereafter, our comparison method is as follows. Initially, we
generated 30 examples of failure samples as training data for
both our algorithm and the statistical blockade. The training
data are shown in Fig. 4. The statistical blockade algorithms
relies on SVM [29] algorithm to classify failure samples. We
trained and optimized the SVM algorithm to classify failure
samples. We then executed the SMC algorithm with the same
parameters as our algorithm (α = β = 0.01 and variable θ).
We generated the samples using a normal distribution, but we
only simulated the system for the samples that SVM classified
as failure samples.

Fig. 7 shows the number of SMC samples required by the
statistical blockade algorithm versus the number of samples
required by our sample generation method. Given the limited
number of training samples (30 failure samples), the accuracy
of statistical blockade is relatively low. As a result, for circuits
with single failure region and in cases where the number of
training data is limited, we demonstrate our algorithm is as
fast as statistical blockade. In comparison to our algorithm,
for circuits with a single failure region, the statistical blockade
requires a large number of failure samples to train the SVM
for high accuracy, in order to achieve high speedup. In general,
if we run statistical blockade in an ideal setup with a large set
of training data (more than 1000 failure samples), we expect
statistical blockade to outperform our algorithm for circuits
with single failure region. We do not have the empirical results
to support this hypotheses in this paper. Notably, the statistical
blockade algorithm is unable to analyze circuits with multiple
failure regions.

D. Extreme Value Analysis of Our Algorithm

We show applicability of our algorithm for failure regions
with extreme deviation. For circuits with multiple failure
regions, we employ our algorithm for rare events with extreme
deviation from the mean. We report the number of SMC
samples required for model checking with respect to the
deviation from the mean of the distribution(σ). This quantity
can be used as a metric for future techniques that address
multiple failure regions as well.

Fig. 7. Number of SMC samples used by our algorithm versus the statistical
blockade algorithm for different threshold θs for an SRAM circuit with a
single failure region.

The emphasis and applicability of our algorithm is on the
circuits with multiple failure regions. However, to the best of
our knowledge, other techniques are inapplicable to circuits
with more than one failure region. We, therefore, demonstrate
through an independent metric, the efficiency of our algorithm.
We show that our algorithm is effective even for the rare events
with increasing deviation from the mean of the distribution.
We specify failure regions in terms of their deviation from the
mean of the normal distribution.

We modified the SAR-ADC circuit to fail at different
standard deviations from the mean of the voltage random
variable. We modeled the voltage variable as a Gaussian
distribution with mean = 1.25v, standard deviation σ = 0.125,
variance = σ2 = 0.1252, and set the delay at nominal value
of 12ns to simplify the analysis. We increased the number of
bits in the SAR ADC circuit to increase the precision of the
circuit. The SAR-ADC circuit will fail when the input voltage
is [0, 1.25 − 
V ) ∪ (1.25 + 
V, 2.5], where 
V = n × σ,
where n is the number of standard deviation from the mean
and n ∈ {6, . . . , 9}.

When the standard deviation increases, the probability of
rare events decreases. As a result, our algorithm requires
more training data to generate failure samples using uniform
sampling and compute the distribution of failing samples to
identify the failure regions. But after the training step is
finished, the sample size of the SMC part remains low. Fig. 8
shows the result of the SAR-ADC circuit for different value
of standard deviation. In each case, we identified two failure
regions (at two tails of the distribution).
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Fig. 8. Number of samples used by our algorithm for different failure regions
with higher deviation from the mean of the distribution where θ = 10−4 for
SAR-ADC circuit. As rare events become less probable and more extreme,
the number of samples required by our algorithm increases almost linearly.

Fig. 8 shows the result of the SAR-ADC circuit for different
values of standard deviation. As shown in Fig. 8, the number
of samples required by our algorithm only increases linearly1

for rare events with higher deviation in the far tail of the
distribution. For example, when the probability of rare events
decreases from 1.97 × 10−9 (corresponding to 6σ deviation)
to 2.25 × 10−19 (corresponding to 9σ deviation) the number
of samples only increases by 3.3 times at the most.

VIII. Conclusion

In conclusion, we have analyzed a practical, importance
sampling-based approach for accelerating the SMC in rare-
event scenarios for hardware circuit. We use the variational
Bayes to identify the distribution of failure regions. We
demonstrate, using two case studies, that our approach pro-
vides significant speedup while verifying the reliability of the
hardware circuits.
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